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About this manual

[Prerequisites]

A valid one-time password is displayed in the browser app.

[Target]

Those who want to use the apps they currently use on a new PC.

[About settings]

Configure settings to export account information from the app you are currently using and import it to the new
PC. Perform steps 1 to 3 on your old PC and steps 4 to 6 on your new PC.

Stepl

Step3

Check address Delete data

A

Old PC

Step4 Step6

Check the app Confirm settings

A

New PC

v

Contact

[IMC Inquiries :
https://www.iimc.kyoto-u.ac.jp/en/inquiry/?q=ninsho



https://www.iimc.kyoto-u.ac.jp/en/inquiry/?q=ninsho

SN Check address

m Confirm "address for email-authentication"
The registered email address will be required in case there is a problem with multi-factor authentication.
Please make sure that you have registered a valid email address.

> How to check : https://www.iimc.kyoto-u.ac.jp/en/faq/account/cat/post_291.html

If you can't log in using your one-time password on your new PC

1. If you are unable to log in using your one-time password on your new PC due to an
unexpected problem, first log in using the one-time password sent to your "email
verification address."

Please refer to the URL below for "How to log in".

> How to log in : https://u.kyoto-u.jp/mfa-mail-login-en

2. After step 1, please initialize after step 1. For "Reset", please refer to the URL below.

> Reset : https://u.kyoto-u.jp/mfa-reset-en-4-3



https://www.iimc.kyoto-u.ac.jp/en/faq/account/cat/post_291.html
https://u.kyoto-u.jp/mfa-mail-login-en
https://u.kyoto-u.jp/mfa-reset-en-4-3

3 CToval Export

@ Click the app (Authenticator) on the toolbar.
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@ Click the icon for settings.
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® Click “Security”.
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@ Set a password to access the plug-in and click “OK”.

> Setting a password is for strengthening the security of the file to be exported. After export the
password will be unlocked however at the “Step3” it will be required.

e I
Therefore pay attention not to forget
the password.

There is no rule for setting the
password, you can set a string that is
easy to memorize.
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® Click “OK”.
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® Click "Backup".
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@ Click “Download the backup locked with password”.
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The file (authenticator.json) will be

downloaded.
" [Reference] How to save the

downloaded file".

[Reference] How to save the downloaded file.

Those whose Chrome automatically downloads the backup.

(1) The file name “authenticator.json” appears on the

bottom of the window.
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Do not click nor open directly the downloaded
“authenticator.json” file.
Otherwise, you might meet an error message like
“find no program compatible with this file” or be
disturbed for a smooth setup by starting a program
that doesn’t have relation with the settings.

> Please proceed to step 8.

Those whose Chrome asks a backup save location.

(1) Select a save location and click “Save” without

changing the file name.
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(1) After saving complete, the file name

“authenticator.json” appears on the bottom of

the window.
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> Please proceed to step 8.




Save the downloaded file to storage or a USB drive.
> [Reference)] Data Storages : https://www.iimc.kyoto-u.ac.jp/en/services/storage/

@ Click the authenticator settings icon.
> The password set at “1 Import the Authenticator’s settings” will be required when you restart the
browser. In this step you delete the password setting because the aim of password is to set a
password to the exported file.
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@ Click “Delete”.
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https://www.iimc.kyoto-u.ac.jp/en/services/storage/

@ Click "OK".
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SN Delete data

B Delete the app's data.

Even after exporting, your data remains in the app (Authenticator). Please delete the data and
reset it.

Once deleted, the one-time passwords will disappear from the app, and it will switch to
displaying 'No accounts to display.' It is recommended to delete it on the last day you use the
device. For deletion instructions, please refer to the URL below.

> How to delete : https://www.iimc.kyoto-u.ac.jp/en/faq/account/cat/del.html



https://www.iimc.kyoto-u.ac.jp/en/faq/account/cat/del.html

G ER Check the app

B Check the status of the app.

Please check the browser app (Authenticator). Click the app and verify which of the following 1-3
applies to you. Then, refer to the corresponding link for the instructions.

( )
> The message 'No accounts to display. Add your first account now. Learn more' is displayed.
> Someone else's one-time password is displayed.
> The app is not installed.

g J

The message 'No accounts to display. Add your first account now. Learn more' is displayed.

Please proceed to 'Step 5: Import' on page 10.

Someone else's one-time password is displayed.

There is data from a previous user remaining in the app on this device. Please delete the data and reset
before proceeding to 'Step 5: Import' on page 10. Refer to the URL below for the deletion instructions.

> How to delete : https://www.iimc.kyoto-u.ac.jp/en/fag/account/cat/del.html

The app is not installed.

Please add the app to your browser. Once the addition is complete, proceed to 'Step b:
Import' on page 10. For instructions on how to add it, please refer to the URL below.

> How to add : https://www.iimc.kyoto-u.ac.jp/en/faq/account/cat/authenticator.html



https://www.iimc.kyoto-u.ac.jp/en/faq/account/cat/del.html
https://www.iimc.kyoto-u.ac.jp/en/faq/account/cat/authenticator.html

SIGIER Import

(@ Click the Authenticator setting icon on the browser.
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Although the message “No accou
display. Add your first account now.
Learn more” appears, do not care
about it and click the mark of
settings.
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@ Check the button at the upper left “Import the backup file” is selected with gray color, click “Import the

backup file”.
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® Select “authenticator.json”, namely the downloaded backup file.
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® Put the password and click “OK”.
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@ Click “OK".
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Check that the one-time password is displayed in the app (Authenticator) on the toolbar.
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G108 Confirm settings

@ Click the link (https://auth.iimc.kyoto-u.ac.jp/pub/logout.php) to revoke trust for this browser.

@ When“oZ 77 kL% L7, "appears on the screen, close the browser.
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(® Access the multi-factor authentication system settings page URL (https://auth.iimc.kyoto-u.ac.jp/user/)

@ Enter your ECS-ID/SPS-ID and password and click "Login".
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https://auth.iimc.kyoto-u.ac.jp/pub/logout.php
https://auth.iimc.kyoto-u.ac.jp/user/

® Click Authenticator. = Click on one-time password. = Check “I copied it.”.
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Click here For Initial Setup or Setup Again
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Click Here for "Multi-Factor Authentication : Email" Login

FEAZEHRIRE GESEIEL Y 7

Enter the one-time password displayed in the smartphone app (Authenticator), click the login button.

A

If an error appears

There may have been an issue with the setup
for some reason. For now, please log in using
your 'email verification address.' After that,
proceed with 'resetting' your settings.

288 ! If you can't log in using your one-time
password on your new PC
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@ When the login is successful and the following screen is displayed, the setting confirmation is completed.
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