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Kyoto University Rules For Information Asset Use
(Approved by the Council of Department Chiefs, September 4, 2007)

Chapter 1 General Provisions

Article 1 (Principles)

Faculty members and office personnel, students and other members of Kyoto University are
expected to maintain high ethical standards and a strong sense of responsibility, while
emphasizing the freedom and independence of education and studies when they use
information assets of the University (as defined in Article 2 of the Kyoto University
Regulations for Information Security Programs (Notification No. 43, 2003); the same
definition applies hereinafter). The purpose of these Rules is to ensure proper and efficient
use of information assets, while following the spirit of freedom and harmony advocated in
the philosophy of the University. In interpreting and applying these Rules, academic freedom,
freedom of expression and other fundamental human rights guaranteed under the

Constitution of Japan shall not be violated.

Article 2 (Definition)

In these Rules, the terms "University,

information assets," "Information Security Policies,"

"department," "faculty members and office personnel," "students," "information security
manager of the department,” "information system technical staff member of the department,”
"Information Network Risk Management Committee," "Information Network Ethics
Committee," "department committee," "
defined in Article 1, and relevant paragraphs in Articles 2, 5, 5-3, 7-2, 7-3, 8, 13 and 14 of the

Kyoto University Regulations for Information Security Programs, respectively.

monitoring," and "use records" have meanings as

Chapter 2 Rules
Article 3 (Use for Designated Purposes)
Information assets shall not be used for any purpose other than as designated for such

information assets.



Article 4 (Provision of Information Not Allowed)

The following information shall not be provided on any communication network:

(1) Provision of information that is deemed to be discriminatory, defamatory, insulting, or
harassing,

(2) Provision of information that infringes on the privacy of any individual,

(3) Provision of information that breaches the obligation of confidentiality,

(4) Provision of information that infringes copyrights or other property rights, or

(5) Provision of information that may be subject to any punishment by law or a claim for

damage or any other civil liability.

Article 5 (Use of Information Devices)

No information devices shall be used to conduct, or attempt to conduct, any of the following
acts:

(1) Infringement of confidentiality of communication,

(2) Monitoring of communications on the network or collecting information on use of
information devices in breach of relevant provisions in the Information Security Policies,

(3) Any act to evade access control (restricting information allowed to be accessed, and
access types allowed to be used, by each user who accesses to the information system) or
any other similar act,

(4) Unauthorized detection of security vulnerability of systems without request from the
administrator,

(5) Any act that obstructs efficient use of information assets, such as placing excess load on
the system, and

(6) Any act that encourages any of the above-mentioned acts.

Article 6 (Responsibility for Management)

To prevent acts as referred to in Article 5 above, information managers (faculty members
and office personnel who created or collected information; the same definition applies
hereinafter) and the information system technical staff members of each department shall

perform proper management of information assets for which they are responsible.

Chapter 3 Response to Offences

Article 7 (Establishment of Contact Points)

To receive complaints and other information (hereinafter “complaints”) regarding acts that
are suspected to offend any of the rules stipulated in Chapter 2 (hereinafter “suspicious

acts”), the Information Security Management Office is established in the IT Services Division,



Information Management Department (hereinafter the "Information Security Management
Office"). Each department shall also designate a contact office or person that is responsible

for receiving complaints.

Article 8 (Notification of Suspicious Acts)

1. The Information Security Management Office shall notify the Information Network Ethics
Committee (hereinafter the "Ethics Committee") of complaints and information on suspicious
acts that the Information Security Management Office has detected.

2. If the Information Network Risk Management Committee finds a suspicious act, it shall
notify the Ethics Committee thereof.

3. If the Ethics Committee finds a suspicious act, it shall notify the relevant department

committees thereof.

Article 9 (Request to the Ethics Committee)
The department committee shall notify the Ethics Committee of a suspicious act and may
request the Ethics Committee to conduct investigation of offenses specified in Article 10 or

take the measures specified in Article 11 or both.

Article 10 (Investigation of Offenses)

1. If a suspicious act is found or reported, the relevant department committee shall promptly
conduct an investigation to find out relevant facts. In finding out relevant facts, the
committee shall follow appropriate procedures, including collecting comments from the party
that has conducted the reported suspicious act to the extent practicably possible.

2. Information managers and the information system technical staff members of the relevant
departments shall cooperate with such investigation. The department committee may
request relevant parties to submit records of monitoring and use such records to the extent
necessary for the investigation.

3. The Ethics Committee may conduct an investigation specified in the preceding
Paragraphs as it deems necessary. The Ethics Committee shall notify the relevant
department committee of commencement of its investigation. The Ethics Committee and the
department committee may conduct investigation in collaboration.

4. If the department committee decides on closure of such investigation, the Ethics
Committee shall not conduct an investigation of such department.

5. Facts found out in the investigation shall not be disclosed to the public unless otherwise

required by law.



Article 11 (Measures Against Offenses)

1. If an act that contravenes any of the rules stipulated in Chapter 2 (hereinafter an
"offense") is confirmed, the information security manager of the department may direct the
person who has committed such offense (hereinafter an "offender") to stop such offense.
However, if urgent countermeasure is deemed necessary, or if the offender cannot be
identified, or if the offender does not obey such direction, the information security manager
of the department may take necessary countermeasures to stop such offense, including
blocking transmissions related to such offense. The information security manager of the
department may ask other departments to cooperate in such blocking or other
countermeasures.

2. The Ethics Committee may advise the information security manager of the department to
give such direction or take such countermeasures as specified in Paragraph 1 above.

3. The Ethics Committee may give such direction or take such countermeasures as
specified in Paragraph 1 above as it deems necessary; provided, however, that the Ethics
Committee shall listen to and consider opinions of the information security manager of the
department beforehand, unless urgent countermeasure is deemed necessary.

4. If the information security manager of the department decides not to give a direction or
take countermeasures, the direction or countermeasures given or taken by the Ethics

Committee shall lose effect.

Article 12 (Measures Against Offender)

1. The information security manager of the department may take proper measures against
the offender, including provision of security education to such offender.

2. The Ethics Committee may express its opinion regarding proper measures as referred to

in Paragraph 1 above.

Supplementary Provisions
These Rules shall take effect on October 1, 2007.

Supplementary Provisions
These Rules shall take effect on April 1, 2009.

Supplementary Provisions
These Rules shall take effect on April 1, 2011.

Supplementary Provisions



These Rules shall take effect on April 1, 2015.

Supplementary Provisions
These Rules shall take effect on April 1, 2017.

Supplementary Provisions
These Rules shall take effect on April 1, 2021.



