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E-mail can be left open to many types of
vulnerability, including information leaks through

DOH’ t Send sensitive or viral infection or data interception resulting from

. . . its lack of encryption.

confidential information . .

Moreover, once it has been sent, there is no way

by e-mail. to get your information back.
Please be aware of these risks and do not send

S a fe U S e O f sensitive or confidential information via e-mail.
E -ma i l ...................................................................................................................................................................................... .

Large attached files place a heavy burden

— Tips on using e-mail safely and securely —
on networks and servers, and can cause

problems for recipients.
Please utilize the file-sharing services
AVOid sending attaChed ﬁles. provided by the IIMC, such as KUMail
storage and Cabinet and Messages available
on the Kyoto University Faculty and Staff
Groupware.

If you receive a suspicious e-mail or

e-mail from an unknown sender, DO NOT:
®(Open any attached files

®(Click on any URLs or links in the e-mail
Be wary Of targeted ®Enter any passwords or ID information

e-mail attacks.
Please report any such e-mails to the

IIMC at the following address:
shox@sbox.iimc.kyoto-u.ac.jp

Institute for Information
Management and Communication (IIMC)
Kyoto University
Dec.2019

For inquiries regarding KUMail, information security,
or services provided by the IIMC, please contact the
ICT Support Center at the website or telephone
number below:

www.iimc.kyoto-u.ac.jp/en /inquiry  Tel:075-753-7840

sawE L urther information about e-mail safety and
A security is available on the IIMC website:
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